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About this Document

Global OpenNet (GO) is a remote access system that provides authorized Department of State
(DOS) personnel access to approved OpenNet resources via an Internet connected computer.
The GO system can be accessed securely using a PIN plus a token code for secure login. This
“GO User Guide for Windows” document was created to provide procedures for Windows users
to successfully access and use the GO system.

NOTE: This is a Windows-based guide! For Mac users, see the “GO User Guide for Mac” for
instructions on accessing GO.

Global OpenNet (GO) users must provide the following information to access the system:

e OpenNet Username
e OpenNet Password
e Access Token passcode (generated for you by the Access Tokes you have received)

NOTE: If you do not have an Access Token, please contact your local IT administrator.

Introduction to your Access Token

An Access Token contains a unique timed code needed to log onto the GO System. It is
generated by either a physical device (Hard Token) or software (Soft Token) installed on a
device you already have; i.e. a BlackBerry mobile device. Access Tokens generate a one-time
passcode that you will use each time you access the GO System. The table below describes the
Access Token types.

Access Token Type Description What it looks like
RSA SecurlD SID700 Physical device (Hard Token) that
Hardware Token generates a one-time numeric )
passcode used in combination with a (= @ £ 159 159
Also known as the RSA

user-defined PIN composed of 6-8
alpha-numeric characters to access the
GO System.

Hard Token used to access
the GO System
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Software installed on your BlackBerry
mobile device. Similar to the Hard
Token, it generates a one-time numeric
Also known as the RSA Soft passcode that is used in combination
Token because it is a with a user-chosen PIN composed of 6-
software token which can 8 alpha-numeric characters to access
be loaded onto another GQ.

physical device, e.g., a NOTE: Other mobile devices may be
BlackBerry Mobile device. approved in the future to host the Soft

Token.

RSA SecurlD Software
Token

GO Access and Setup

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure. Please go through these initial steps before performing any of the procedures that
follow later in this document.

1. Access the GO System by
opening your browser and

entering

https://go.state.gov. On

the GO Home Page, touch b ¢ b i e

the “Required System A e S il e s
Setup” tab at the top of the b e

page, and in the drop down REQUIRED SYSTEM SETUP

menu, select Required l'l'f’

System Setup-Windows. ;:;;;‘;;;g,"‘;}::w‘,”

After selecting it, the P

Required System Setup | TSN e Ve N

page will appear below, as * For emme ot T S Bt 55T 077 BTyt et e i Yoo T

the steps a3 outlinad in the GO User Guides

shown on the right.

Hore | Requrest System Setup | HELP | Check Y our Connectan Speed | User Gutdes
U3 Departrent of Slate - Gobal Openliet
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2. Next, ensure TLSv1.0is
enabled in your browser. To
do this, in Internet Explorer
navigate to "Tools" >
"Internet Options", and
then select the "Advanced
Tab", and check mark "Use
TLS v1.0" if it is not already
check marked. Click on the
Apply button on the lower
right of the Internet Options
screen, then click OK.

NOTE: These steps are based on
Windows Internet Explorer. If
you are using Mozilla Firefox,
Google Chrome, or another web
browser, equivalent “Internet
Options” screens with equivalent
“Advanced” settings can be
displayed. The activation of TLS
v.1.0 should also be available in
the other browsers
3. Return to the “Required
System Setup” screen.
Install Java then Install
Citrix Plug-in by selecting
the appropriate links as
shown in the screenshot to
the right. Follow the on
screen setup instructions
for both. Complete the Java
install before starting the
Citrix install. After installing
both Java and Citrix, open
https://go.state.gov and
log in with your Username,
OpenNet Password, PIN and
Token, as outlined in
following section.

NOTE: Wait to install “Printing
Software” until after you have
successfully logged in.

Internet Options

GO User Guide for Windows

General_ Security | Privacy | Content | Connections | Progra

Settings

D Empty Temporary Internet Files folder when browser is clc &
Enable native ¥MLHTTP support
| g Phishing Filter

HEEED
00®

i
< >
*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.
‘fou should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator,

[ oK H Cancel ] Apply

s | Advanced |

Booulred Suctom Sonin HFL D
I Required System Setup - Windows

NEequireo Jystem detwp - mac

Required System Setup - Kiosk
Ud© o1 4t NO 15 e &

07y Sue (0

ANNOUMNCEMENT: Preliminary testing has shown that the Windows @ platform will support GO access, and supports
the instaliation of the citrix plug-in (availablz to download from the GO lagon site): however. Mobile Computing is not
currantly equipped 1o diagnosis Windows & connection dificulties

REQUIRED SYSTEM SETUP

)
a

T———
» Instail Java
¥ Install Citrix Plug-in

Additional Information

» Disable pop-up blocker in your browser (Sse "HELP")
» User Guidea

For help, please contact the IT Service Center (ITSC) at 1-877-246-2493 d you need assistance after you have completed

the il ion steps a3 autlinad in the GO Usar Guidea

Horme | Regured System Setup | HELR | Checy ¥ our Connecton Speed | User Gutes
U.S Department af Stats - Gobsl Openliet
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Log In with your RSA Hard Token

Perform the steps below to initially create your PIN using your RSA Hard Token, and to then
login to the GO system using your PIN plus the RSA Hard Token passcode.

1. Onthe GO home page, read
and accept the system
authorization and consent
notice, and then select the “I
agree” button below the
notice.

NOTE: For instructions on using a
Mac system to access GO, click on the
following link: “GO _User Guide for

2. When the Log on page
displays, select the icon
corresponding to your
Windows Operating System
(0S).

T

U.S. DEPRRTM E‘N-T-@FSfATgi

Global OpenNet ‘

Check Your Connection Speed User Guidey

GO Message Board
SYSTEM STATUS ws of 12052012 No insue 10 seprent

ANROUNCEMENT: Predmenary testing has shawe that the Windaws § platiom will support GO access. snd suppants
the instaliation of the canx piugen {vivlable % dowelcad from the GO logen she) however Mobde Compiting = eat
cunrestly equpped ts dagnons Windows 3 comechion dfficulties

1 order 10 accass this sysiem you mast read and accept the lalowing system
monitoring corsent notice, Please e Be scroll bar to the right,

You scu about 16 wiiee 9 Doparimant of State computer eystam or retnordk Use by
UBMRNOS2ed pEant. of 1 UNKUMOIZEd pevatad butieess. s profitiled and may
conmtute » viclation of Y8 1,5.C. 1900 ard other Faderal law, 35 wel 53 appicails
DCepartmont polcws and pocedires

You have NO REASONABLE EXPECTATION OF PRIVACY whie usng ths compuater
o aetwork Al dota comtaned mndler actwlies pedfamed hersin may be
intsrcopted. recorded. read. coped. o caplursd o 3y mannar by authonzed
System management porsomnel OF SUPENISONS My Gha (3w anforcomant
ofcials of 3ppropnate Depanmen: masagers any polestidl endence of cnme. Yaul. o
emgizyco misocnduct found on this computer systam oc natwark, and employoes may
be SMeC % duopne fr miuse Futhemors, law enforcemant offcals may be
auhorzed 10 access and colect evderce fom ths computer System of netwar, of
from any gonabio decas Tt have Soun comectid 10 this COMpUE Syatom o Robwork
tharstons

CONFUTLR SYSTEM OR NCTWURK OV ANY USER.
CR WAUTHCRZED, CONSTITUTES EXFREES SENT TO THS

RO e S s | i ] o o Gt s | et e

GO Message Board
SYSTEM STATUS s of 20520%
To propecy log off GO, pleane Slow the netnxsons below

1 Seve ) chone iy e Tt pou winht 19 LOMee wortey o later
1 W B GO seston chek e Surt Bution locsied M B botions it of B GO wndow
1 Selectliog Of

4 When the window Sams black, expand B mens by chelng B donewind mrow kcated st Be g 3od skt
Dacorrect

S From Bw appication scroes Tl Sagleys your User Desidop, selett Log off locmed at B hop ngit.

6 Once logoed off you shoukd see 5 confirmaton screes confimmeng Pt “You have Been gped off See you sgan
1000 For seCurly raanons. you must Cose Tes Drowsar window ©

Irndructons tan aleo bo found m B G0 Uner Gubdes Falure 10 log off consectly il Chuse your season 1 hung

Customen uang 1, Version 11 5 o5 mts Global Openhien GO shoukd CRch hero 5r mgonant s tons on how
% configure Beowser selinga I B fink dobs not work, pheasa Tollow T Meps below

T Ok on Reguired Sysiem Setep

2 Syvtem Sebup Sor Windown 7 User Gusde ana

1 00 page 14 for mincions

ANNOUNCENENT(S) Windows 10 GO The Windows 10 Opersteg Syvten (OF5) hues boen Sented
and confrmed 1o be compatdle wiih Gicbal Opaaliet (50} For customens P Windows 10 05, please
relerence B Windows 10 User Gasde found hwre or by ciciang B Regurod Syvten Setg” b above

Log on

-1 -

- Wty 818 e e
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3. Clicking on the Windows icon ‘ U.S. DEPARTMENT OF STATI
will bring up the GO Sign In GlQb@l OpenNQt

screen

User Name
OpenNet Password
PIN + Token Code

4. Look at your RSA Hard Token.
It automatically generates a :
one-time 6-digit numeric & @ 159 159) )
passcode. This token passcode - =
is automatically regenerated
every 60 seconds.

5. Enter this token passcode only
into the “PIN + Token Code
field and select Sign In.

) .S DEPARTMENT OF STATI
Giobal OpenNet

NOTE: Entering your token passcode e W ="

without a PIN is valid initially to Sesilier Pastnpd sesessssasss

create your PIN. Once your PIN is —

created and for all subsequent

logons, you will need to enter the PIN

+ token passcode, as documented in User Name Jane Doe

the Step bEIOW. Openiet Password RXXRRRRARAAAR
PIN » Token Code o aih

6. You will be prompted to
create a new PIN composed of
6-8 alpha-numeric characters.

i i Welcome to the
Enter it twice and select Save e tramet
Pl N . '3 Mew PIN Required
You must create a new Personal Identification Number [PIN) before you can sign in. Your PIN should be 4 to 8 characters long
NOTE: Once you have created your .

PIN you will not see this screen again T
until your PIN expires, at which time
you will need to create a new unique
PIN.
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7. Enter your OpenNet Username
and Password and in the PIN +
Token Code field, enter the
PIN you just created and the
one-time passcode and select
Sign In.

Example: /f your PIN is 1111az
and the passcode displayed is
12345678, then you would enter
1111az12345678 in the PIN +
Token Code field.

NOTE: To continue logging in to GO,
please continue with Section 3.5,
Step 5 below. Otherwise, the
section immediately below explains
the RSA Soft Token.

8. You will now see the GO
System Desktop Launch
Screen. Select User Desktop to
launch a remote desktop
session.

9. Also when first accessing the
GO System, users are
prompted to install the
“Juniper SetupClient.cab”
add-on. This action must only
be performed once. Next, click
"Always" if prompted to
complete the installation.

GO User Guide for Windows

| ey (1.5. DEPARTMENT OF STAI

Usar Naree Danle

Opanlet Passnvord Sesssssssses

PIN + Token Code

User Name Jane Doe
Openiet Password TRARAREAREAAASE
PIN + Token Code P EErrE -y

i a2 i the st o e Lk Saaeen s ncate e e

December 2015

SBU



MRA GO User Guide for Windows

10. The User Desktop will now
launch (the first time may take e
up to 5 minutes — be patient!); '
thereafter the Desktop may
take up to 30 seconds to
display, depending upon your
connection). You may now
access applications either from
the Start menu or from the
User Desktop itself.

NOTE: The initial GO desktop will
display with only the Recycle Bin.
You may customize by adding
application icons and changing —
some of your desktop settings as %‘I R
you would your Windows desktop.

11. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start
menu to display all available
applications.
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Logging Out of GO

It is very important to Log Off properly after using the GO system. Always “Log Off” using the
steps listed below.

1. To log out of the User Desktop,
click on the Log off button in
the Start menu (lower left).

2. Second, to end your remote
session, click on the “Log Off”
button on the upper right, as

shown in the figure on the -
right. et

Uiﬁlan
A Always use the “Log Off” R
i i e e [ e i i=
button to terminate a session. somtots vibonn Moot MoooROue et ks

1.1 More Information

For more instructions on how to use the GO system, please refer to the following guides:

e Install Printing Software user guide
e GO Quick Guide Connecting to PST Files in GO
e GO Quick Guide Mapping a Network Drive in GO
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